ELECTRONIC DEVICE POLICY AND AGREEMENT

Company Property 
From time to time, XXXX Credit Union, hereafter referred to as XXXX, may provide electronic devices to members of our Board of Directors and Management Team, with the following understanding: 
• An “Electronic Device” is defined as the following for purposes of this policy: “An electronic device is any handheld, laptop or desktop piece of electronic equipment and can include, but is not limited to, laptops, desktop PCs, tablet PCs, tablet devices, smart phones, and cell phones.” 
• Board Members and Employees accept full responsibility for any and all liabilities for negligence (water damage, heat damage, etc.) and losses which may occur. 
• XXXX will be responsible for repairing or replacing the device based on normal wear and tear. 
• Board Members and Employees agree to return the device and materials in good condition and to pay for any damages that occur while using the device or materials should they no longer be a member of the Board, employed by XXXX, or are deemed in violation of this policy. 

Use of Electronic Devices
XXXX electronic devices are intended for the primary purpose of carrying out XXXX related business, but may also be used for personal reasons as long as this Policy and the Internet Usage Policy are not violated. Board Members and Employees should have no expectations of privacy regarding any files and data residing on their assigned device. XXXX reserves the right to inspect files on any XXXX device at any time, with or without notice, at its sole discretion. 

XXXX will provide a list of suggested software, where applicable, for the device provided. All purchases and support of software or applications (apps), not included on the equipment when delivered, is the sole responsibility of the Board Member and Employee.


Sending text messages or emails via mobile devices on credit union business is also prohibited (whether or not the device is owned by the credit union). In addition, when driving for business purposes employees are required to use “hands free” technology for all phone calls (whether or not the call is related to credit union business). If an employee does not have “hands free” technology with their mobile device, they are not permitted to make or receive phone calls while driving on credit union business. Violators will be subject to discipline, up to and including discharge. 

Purchases of Software/Accessories/Access 
XXXX will deliver the device with a standard load of software and accessories as determined at the time of purchase. Additional account setup, software, applications and accessories will be the responsibility of both Board Members and Employees. XXXX will not pay or reimburse for additional software, applications or accessories not delivered with the device, unless the application is deemed necessary for the Board Member and Employee to perform their duty for XXXX. 

Securing Electronic Devices
Though offering these devices for both personal and professional use, there are still policies, procedures and required security settings. For all devices that are capable of the following settings, the minimum are required and non-compliance with these security settings could result in the equipment being revoked and returned to XXXX and completely wiped clean/reformatted to its original state.

• Password/PIN protected login – anytime the device is turned on or unlocked, a password or PIN is required to access the device 
• Timed lock – after a maximum of 15 minutes, the device will automatically lock and upon unlock will require the aforementioned password/PIN 
• Files – all files must be as secure as possible on the device. For mobile devices (tablets, smart phones, laptop, etc.), you should not depend on the device to be the primary storage location of any sensitive business files. 
• Possession – you must keep this device in your possession at all times, or in a secured location. Do not leave the device unattended or in the hands of anyone besides yourself, a fellow Board Member or Employee. 
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I acknowledge that I have received a copy of the XXXX Credit Union Electronic Device Policy and Agreement. I have read the Electronic Device Policy and understand it. I agree to comply with the requirements outlined in the Policy.
If any situation involving a conflict, potential conflict, or perceived conflict of interest or violation of the XXXX Federal Credit Union Electronic Device Policy occurs before the next annual certification of the Policy, I will report it immediately.
I understand that a violation of this policy may result in disciplinary action, including possible termination, and/or legal action, and/or dismissal from the Board of Directors.


By signing below, you agree to the terms and conditions of this policy. 

Device Serial Number_____________________________________
Printed Name ____________________________________________
      Signature ____________________________________________
             Date _____________________________________________

